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GSX 360 Overview

General Description

Administrators are responsible for a variety of repetitive, operational tasks that are critical to the
successful operation of the company’s collaborative environment. Often these tasks are perceived as
routine and basic, but even a slight error can have serious consequences for customer satisfaction
and productivity.

Many tasks such as creating new users, deleting users, creating a mail-in database, and wiping BES
devices, require the same steps every time, and because these tasks are structured and repetitive,
they can be automated.

GSX 360 allows administrators to create customized templates for each task with pre-configured
content such as the home server, cluster server, access controls, and so on. These customized
templates ensure that Standard Service Requests are performed quickly, securely, and consistently
every time. Tasks can also be delegated to the service desk without providing administrative access.

e Eliminate errors by creating templates with pre-configured content.

e Delegate Standard Service Requests while maintaining administrative control.

e Measure and track the volume and completion time of Standard Service Requests by time
period.

GSX Headquarters Switzerland: +41.22.735.82.40
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1. The Local Administrator creates a request. Here, for example, creating a user on Domino and
BlackBerry.

Local
Administrator

Local web page

Central
Administrator

GSX 360 db

GSX 360

/ \

[ Central db  Archive db
(=l
a 4

[BESserver BAS \
2 @

\ Blackberry server )

2. The Central Administrator validates the request.

w

u At each step, Local and Central Administrators can see the request status (‘Waiting for

response’, 'In progress’, '‘Completed’, 'Rejected’, 'Error’).

To have an overview of the main tasks that can be done in GSX 360, refer to the Icons Description

chapter of GSX 360 Documentation.

GSX 360 services process the request, starting with the Domino account.
4. Once the Domino account is created, GSX 360 services create the BlackBerry account.
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Administration Roles

Two types of users can use GSX 360:

e the Local Administrator is in charge of creating Standard Service Requests and sending them to
a Central Administrator for approval. Each request can also be tracked (status, lifecycle, etc).

e the Central Administrator is in charge of managing (approving or rejecting) requests sent by the
Local Administrator, managing security (administrators accounts management, profiles
management), but also creating templates, etc. The Central Administrator can also check the
requests statistics, and access the GSX 360 settings.

What is a Standard Service Request?

Standard Service Requests are repetitive and structured tasks

e Same steps used to process every time

e Either a right or a wrong outcome

e Can normally be completed in the same amount of time

e Can be structured, and process can be documented in detail

Examples of Standard Service requests: Creating a user

e Moving user(s) to another servers
e Adding a user to a group
e Assign a BES IT Policy to a user

Standard Service Requests are straightforward to implement but can have serious impact in case they
are not done properly.

Those repetitive tasks are critical to the smooth operations of an organization and should be delegated
to a service desk for the following reasons.

e Empowering the Service Desk

e Reducing cost and time of transferring ticket

e Making faster ticket turnaround

e Security - Additional tracking and logging for account management

e First time resolution - Enable the Service desk to resolve ticket immediately
e Reduce cost, while improving security and efficiency

GSX Headquarters Switzerland: +41.22.735.82.40
North America: +1.877.894.0961 / Europe: +33.4.93.81.17.98



0 ’ www gsx com

Standard Service Requests Lifecycle

This figure gives an overview of the Standard Service Requests lifecycle, with all possible statuses
and transitions.

AN W N =

1 Preparation
—

Local
Administrator

Wa1t1ng for response ; Re]ected
a Central

Administrator

In progress R _; Error

Complieted Archived
LY

v 3

The Local Administrator creates a Standard Service Request.

The Local Administrator sends the request to the Central Administrator for validation.

The Central Administrator validates the request. The request is processed by GSX 360 services.
If the request is not valid, the Central Administrator can reject it. The Local Administrator then
has to correct it.

In the case the request is rejected, the Local Administrator can move it to folder ‘Preparation’
and manage it later.

In the case the request is rejected, the Local Administrator can correct it and send it again to
the Central Administrator.

Once the request is validated, it is processed by GSX 360 services. If it succeeds, the request
goes to the ‘Completed’ folder.

When a request is completed, it is also archived.

If an error occurs during the execution of the request, it goes to folder ‘Error’.

. If the request is in Error, the Central Administrator can move it to folder ‘Waiting for response’

and manage it later.

. If the request is in Error, the Central Administrator can correct it and execute it again.

GSX Headquarters Switzerland: +41.22.735.82.40
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What is a Template?

Central Administrators can create Templates.

Templates are pre-configured Standard Service Requests (i.e. Creating a user: populate the template
with values for some critical fields such as Home Server, Certificates, Password options, etc). The
local admin can then use this template to create requests and send them for approval to a Central
Administrator.

Values in templates can be overwritten, allowing the Local Administrator to create Standard Service
Requests very quickly thanks to pre-populated options, but to overwrite one or several settings in
case the template has to be slightly modified.

To create a template, refer to the Templates Creation section of GSX 360 documentation.

What is a Profile?

GSX 360 offers the choice to create templates for multiple types of Standard Service Requests.
Depending on the size, complexity and number of users, this can quickly become unmanageable.

Profiles allow to group together templates and the users that can process those templates. In
profiles, you can also define (per template) whether the requests require approval, or whether
advanced options are available (person creating the request, certificates, home server, etc).

To create a profile, refer to the Profiles Creation section of GSX 360 documentation.

GSX Headquarters Switzerland: +41.22.735.82.40
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GSX 360 Installation

Software and Hardware Requirements

Make sure there was no add-in product previously installed on the machine where the
APl program has to be installed. Some software replace the standard Notes
:: components (dll files) and make them unusable to any other add-on program.

In case such a product has been previously installed, you need to delete the previous
Domino installation, delete all Domino dll files and reinstall from scratch or use a clean
installation.

Supported Operating Systems:

Windows 2000 Service Pack 3 or later

Supported OS Architectures:

x86 x64

Hardware Requirements:
Recommended Minimum: Pentium 2 GHz or higher with 1024 MB RAM or more

Minimum disk space: x86 - 5 GB x64 - 10 GB

GSX Headquarters Switzerland: +41.22.735.82.40
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Configuration Requirements:

Technology AC.C eS8 Level of Access Required Access required
required to for
Adobe Flash Player 9 or
later
Microsoft .NET
Framework 2
Web Server: Accessing to
o Cassini Port XXXX website from
o Internet Information another
Service (1IS) workstation
GSX 360 application under IIS needs to use an
For IS (5.0 and later): account/application pool who has read rights in
’ ’ the workstation.
¢ \ZAQSS.O\S/«/soserver NB: List of automated checks during the install.
Windows XP: 5.1 In case these settings do not meet GSX 360 The GSX 360
¢ W!n dows S N requirements, the setup prompts the user to let webs]te [PIOIEEED 1
¢ 2(;83?2’5(‘) erver Workstation | the setup change settings, otherwise the GSX running using this
Windows Vista 360 installation is aborted. aCCOUgstxugggr the
4 )
Windows Server IIS 6.0 and later: the support for ASP.Net needs workstation.
2008: 7.0 to be enabled,
¢ \SdeO\zsogé \;{V;r)c;o;vs 1IS 7.0 and 7.5: the GSX 360 website needs to
erver s be running in an application pool with a 'Classic
Managed Pipeline’
SMTP Server (not a Sending email
prerequisite to Port XXXX ifi s e
installation) notifications

Domino Requirements:

Server Version

Technology

Access required for

Domino 5.x server or later 32 bits

Processing standard request on Domino

8.5.2 server 32 bits
Domino Processing standard request on Domino

(ID Vault integration)

GSX Headquarters Switzerland: +41.22.735.82.40
North America: +1.877.894.0961 / Europe: +33.4.93.81.17.98 8



GSX

Www.gsx.com

BES Requirements:

Access required
to

Technology

Level of Access Required Access required for

BES BAS Read / write Processing standard request on BES 5

SQL (1433 by

HES default) Read / write Processing standard request on BES 4

Installing GSX 360

1. Launch the self-extracting program (setup.exe) and follow the instructions below:

i GSX 360

Welcome to the GSX 360 Setup Wizard

€ GSX

The inztaller will guide vou through the steps reguired toinstall G5 360 on your computer.

WwARMIMNG: This computer program iz protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz progrann, or arny portion of it, may result in severe civil
or criminal penaltiez, and waill be prozecuted to the masimum extent poszible under the law.

2. Click Next.
3. Read and agree the license agreement:

GSX Headquarters Switzerland: +41.22.735.82.40
North America: +1.877.894.0961 / Europe: +33.4.93.81.17.98 9
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i3 GSX 360 EoR

License Agreement (q
GSX

Plzaze take a moment to read the license agreement now, [F pou accept the terms below, click |
Agree’’, then "Next". Otherwize click ''Cancel".

GSX Groupware Solutions ®

Httpanane. g sx.com
E-tnail: gsa@gsacom

Suppott: suppoti@gsx.com

[I8]=2

UNILATERAL SOFTWARE LICENSE
AGREEMENT

(1 Do Mot Agree * | Agree

[ Cancel ] [ < Back ] [ Mewt >

4. Click Next.
5. Select the GSX 360 components you want to install:
a. If you have a Domino environment, make sure the first and the second options are
enabled.
b. If you have a BlackBerry environment, make sure the third option is enabled.

2 GSX 360 =13

GSX 360 Components (‘,
GSX

Select G5 360 Components to install:

Inztalls the AP program that proceszes GSx 360 Domino requests.

Installs the Local, Central, and Archive GSx 360 Domino databazes that are used to
create, approve, and stare the requests that are proceszsed by the AP program.

Installs the AP pragram that processes G5 360 BlackB ey requests.

Cancel ] [ < Back ] [ Meut »

6. Click Next.

GSX Headquarters Switzerland: +41.22.735.82.40
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7. Choose a Web Server.

If you choose the IIS Web Server, make sure it is already installed on the system.

B GSX 360 =3

GIGSX

G5X 360 Installation

Publizh the G5 360 web portal uzing:

() all5 web Server, aleady installed and unning on this machine

(*) a Cassini Web server, installed by this program.

Cazsini provides a low end solution for expozing data to browsers and can be uzed by
other *Web sites [e.q. Apache. etc ] in case a more secure solution iz needed

Port for web Site an

[ Cancel ] [ < Back ] I Meut »

8. Click Next.
9. Click Browse if you want to change the installation folder:

i@ GSX 360

Select Installation Folder

CIGSX

The inztaller will inztall G55 360 to the following folder.

Toinstall in this folder, click "Mest”. Toinstall to a different folder, enter it below or click "Browse'".

Fuolder:
C:AGSH 3600 Browse...

Cancel ] [ < Back ] [ MHest »

10. Click Next.

GSX Headquarters Switzerland: +41.22.735.82.40
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11. Click Browse to choose the Notes.ini file of the Domino server you will run the product on:

% GSX 360 =3

(IGSX

Notes Path

Select folder for notez.ini file:

Folder:
CiNotes\DominodBnotes . ini

Browse...

[ Cancel ] [ < Back l I Mewt > I

12. Click Next.
13. Click Browse to change the directory containing the central database and archive Notes
database:

i GSX 360 =3

GIGSX

Notes Databases Path

Select folder for databazes files:

Fuolder:
C:hprogran fileshlotuzsnoteshD atatGse 3604

Browse...

Cancel ] [ < Back ] [ Meut »

GSX Headquarters Switzerland: +41.22.735.82.40
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- GSX 360 needs Domino databases to be installed on your Domino server to work. The
u databases have to be installed under the Data folder of the Domino server.

14. Click Next.
15. Click Next to start the installation:

B GSX 360 =

€3 GSX

Confirm Installation

The inztaller iz ready to nstall G5% 360 on your computer.

Click "Mext" to start the installation.

Cancel ] [ < Back ] [ Meut »

When the installation is completed, the following window is displayed:

GSX Headquarters Switzerland: +41.22.735.82.40
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i GS¥ 360

Installation Complete

€ GSX

G5x 360 haz been succezsfully installed.

Click "Cloge" to exit.

Fleaze uze Windomws Update to check for any crtical updates to the MET Framework,

Cloze

16. Click Close.

Before launching GSX 360, you must configure it using the GSX 360 manager tool. Refer to the Post-
installation Configuration chapter of GSX 360 Documentation.

Post-installation Configuration

GSX 360 application must have been installed correctly.

GSX 360 Manager must be launched as an administrator to have the proper rights to manage windows
services.

Before starting the configuration, make sure the "Path” Environment Variable (In System Properties)
contains the path to the Domino Server and only this path (no reference to Notes client).

1. Launch GSX 360 Manager: click Start and go to All Programs\GSX\GSX 360 Administrative
Tools \GSX 360 Manager).

2. Open the Tools > Settings menu and go to the Domino server settings area.

3. Enter the Domino server name (or IP) and its full canonical name (i.e. "CN=SRV001/0=GSX"):

GSX Headquarters Switzerland: +41.22.735.82.40
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file:///C:/DOCUMENTATION/GSX%20360/build/HTML/Post-installation%20Configuration.html
file:///C:/DOCUMENTATION/GSX%20360/build/HTML/Post-installation%20Configuration.html

CIGSX

Www.gsx.com

— Domino server zeftings
Motes.ini path IC:\Notes\D ominoB5\nates. ini Browse | Fath to the Maotez.ini that containg an [0 with enough ACLs
Diomino server to uze |1 92168.1.204 Uzed to contact the server [E.g. "SEVOOT /G5 or '"192.168.1.10"
Diomino zerver full name IGSXLN2D4JGSX The real name of the Domino server [E.g. "CH=SRY00 /0=G5%"]
G5+ 360 databaze's full path IC:\Notes\D ominoB5hdatahG 52360 The full path of G5% 360 notes databases [E.q.
"CALotuzsDominotD atahG 5= 3608

Save |

The Notes.ini file and the GSX 360 database's full paths should already be configured (done during the
installation).

4. Click Save. A message is displayed asking you to restart the Agent.
5. Open the Tools > Services menu and click Restart to restart the GSX 360 Agent Service:

m M anager

E_f Settings

-z BES Seftings
¢ Damina Settings
(@, Check-up
Ef Sddmiristration

3 SEIVICES Iman Ager

@ Befresh

’ Start Service Hame G5 360 Agent Service
. Stop
Service Installed? True
l' Restart
‘Fd Beinstall Status Running

16 Uninztall

GSX Headquarters Switzerland: +41.22.735.82.40
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6. Open the Tools > Check-up menu:

Check-llp € 's environment check-up

System
E\J Checkup Motes environment 0 Domino environment is available and uzable
4l Check Domino/Mates envitonment Services
Main service 0 Service iz inztalled. Statuz=Running
Motes service o Service iz installed. Statuz=Running
Databases
Firebird databaze 0 Connection successful. Yersion=6.0 revision 16

Motes Central database o Connection successful to G5x Central ID Manager 5.5 [43.0]
Mates Archive databasze 0 Connection successful to GS¥ Archive 1D Manager [43.0)

wWeb Site
Deployment 0 wieb Site iz deploped.

7. Click on Check Domino/Notes environment. If the Notes.ini file is not registered, the
following window is displayed:

Motes.ini location

Please select a valid Motez.ini:

CiWotes \Dominod Bnotes,ini | E]

Current Mates ini: C:hMoteshServeur8s2 [ 0ok H ] ]

8. Enter the path to the Notes.ini file and click OK to validate.

Enter the server password if you are asked to. Make sure that the password has been
u registered correctly.

A message is displayed. If the environment is not correct, check your Domino settings again.

and check the password in the.ID file declared in the SERVERKEYFILENAME entry of

E If an error message concerning the password associated to the notes ID is displayed, go
the Notes.ini file.

9. Click on check up and make sure everything reports green. If not, check the configuration, all
previous steps and take a look at the debug files (4INSTALLDIR%/BIN/DEBUG repository).
10. Open the Tools > Domino Settings menu.

GSX Headquarters Switzerland: +41.22.735.82.40
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11. In the General tab, enter the license code provided by GSX, and click Save:

| Certificatesl Eredentialsl Databasesl Notificationsl Database Profilesl Dromine Drirsctary Fieldsl Mizcelaneous

License

Licenze code provided by G5

12. Go to the Database Profiles tab and check the pre-populated profile.

Generall Certificatesl Eredentialsl Databasesl Motifications Dlomine Directary Fieldsl Mizcellaneous

Profile Hame Domino Directory Path Administration Requests Database
[E.a. namesz.nsf] [E.g. adrmind.nzf]
IF'eriIe #1 Inames.nsf Iadmin4. risf

If you manage several Domino directories, you can configure others Database profiles (one line per
profile).

13. Go to the Certificates tab and double-click an empty line to create a new certificate
configuration:

General Certificates | Credentialz | Databases | Motifications | Databaze Profiles | Domina Directory Fields | Mizcellansous

Certificates configuration

The Certifizates Configuration docunent iz used ta provide G5 360 with access to the Certifier [D flez uzed by Dominag to certify
ugers. By storing the Certifier IDs on a documnent in a Motes database, G5 360 removes the usual requirement that the person
creating a new uzer |0 alzo have access to the Certifier 1D files. Use this form ta attach and configurs thaze Certifier 1D that pou

Enabled | Certifizate | File name | Expiration [days] | Password o

up: 09/11/20010 16:40:47

Pazzword setup: 0911./2010 16:41:01

gaxln204.id

o e i e )

; Certificates are used to provide GSX 360 with access to the Certifier ID files used by

w Domino to certify users. By storing the Certifier IDs on a document in a Notes

o database, GSX 360 removes the usual requirement that the person creating a new user
ID also have access to the Certifier IDs files.

GSX Headquarters Switzerland: +41.22.735.82.40
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14. Configure the certificate (name, expiration, file name and password) and associate it to a
database profile:

Enable
Cerfficate  0=G5X (E.g. 0=G5X or OU=5ales/0=G5X)
Default 1D expiration time in days | 365 =
File name gsxcert id [ Select ] [ Remaove ]

Password esssssssses

Database profies | Profile #1 ']

[ ok || Cancel

15. Click OK. The certificate configuration is created.

16. Go to the Credentials tab.

17. Add Authorized Requesters (authorize access to the Notes database) and Administrators (if
you create mail files with the AdminP administration process):

Generall Certificates | Databasesl Notificatinnsl D atabase F'lofilesl Domina Directary Fieldsl Miscellaneous

Authorized Requesters |Cp -Fabien Aeberl/0=G5% Add
CH=Ghizlane Fabresse/0=G5

Remove

Administrator nams used to cre3S oy _gehagtien Giraud/0=G5X Add
mailfiles with adminp process

ikt

Remove

The minimum Domino configuration is now done. Refer to the GSX 360 Manager section of GSX 360
Documentation (Domino Advanced Settings) if you want to go further in the Domino environment
configuration.

18. Sign the Notes database.

Open the Domino Administrator.

a
b. Go to the directory containing the Notes database.

g}

Right-click on the database(s) and click Sign.

d. Choose either the Active User's ID or the Active Server's ID option. If the database are
signed with the Active User's ID, then the user has to have enough rights on the NAB
(Security > Programmability Restrictions).

GSX Headquarters Switzerland: +41.22.735.82.40
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9. Automate the launch of the GSX 360 services to process Domino Standard Requests
automatically.

The GSX 360 program can be triggered manually by launching the file GSXIDMan.exe from the
Explorer or automatically from a Program document. For this configuration:

a. Create a batch file in the Notes Program directory of your server where GSX 360
software is installed.

b. Edit this batch file and enter the path to the GSXIDMAN.exe file (example:
"C:\GSX360\GSXIDMan.exe")

c. Create a program document in the Domino Directory and set the schedule according to
your needs. A minimum interval of 10 minutes is recommended to avoid any
overlapping of programs.

Frogram name: 3 gexidman.bat

Cammand line: i
Server to run on: TGSHLNO0T/GSX =]
Comments: T G5 1D Manager program

20. Open the GSXIDMAN.INI file from the root directory and update the "GSX_AIDCREAT" key with

the right Notes Archive database path

(example: GSX_AIDCREAT=C:\Notes\Domino85\Data\GSX360\GSXAid.nsf)

GSX 360 is ready to use. Refer to the Foreword chapter of GSX 360 Documentation and perform
the first mandatory steps to use GSX 360.

Uninstalling GSX 360

1
2.
3.
4

From the desktop, click Start and open the Control Panel.
Click on Uninstall a program.

Select GSX 360 from the list and click on the Uninstall button.
Follow the instructions until the uninstallation is completed.

At this stage, GSX 360 is uninstalled but debug files, configuration files and databases
are not deleted.

If you want to delete all the remaining items, you can delete the following:
e The Cassini Web Server if you have chosen it during the installation.
e The Firebird database server.

GSX Headquarters Switzerland: +41.22.735.82.40
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e On the Domino server folder: GSX_M_ADDIN_PWD.dll, GSX_M_ADDIN_PWD.V_T and
gsxidman.bat files (if created, it is recommended to delete this .bat file).

e On the Domino server (GSX 360\Bin\Data\ folder): the Notes databases (GSXAid.nsf,
GSXCid.nsf and GSXLid.nsf + a configuration file)

e On the Domino server (GSX 360\Bin\ folder): GSX360.bat file if it has been created.

GSX Headquarters Switzerland: +41.22.735.82.40
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GSX 360 Website

Foreword

GSX 360 usable and to allow a Local Administrator to create Standard Service

i As a Central Administrator, you have to go through the five following steps to make
Requests.

Log in the application

Create at least one Local Administrator account

Configure the categories you want to manage (Domino, BlackBerry)
Create templates

Create profiles

AW =

When these steps are completed, the Local Administrator can create Standard Services Requests.

Logging In/Out the Application

GSX 360 must be configured before you log in for the first time. Make sure all the Domino (and if
necessary BlackBerry) settings are properly defined and that all leds are turned green from the Check-
up screen of GSX 360 Manager tool.

You have launched the GSX 360 program from the desktop.

If you log in for the first time, you have to use the following credentials:

e login: central
e password: central

1. Enter your login and your password:

GSX 360 authentication

Login #  central

Password s | ¥¥e¥sss

[v] Remember me

OK

GSX Headquarters Switzerland: +41.22.735.82.40
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2. Select the Remember me option if you do not want to enter the password each time you log in
the application.

3. Click OK.
: To create administrators accounts, refer to Central Administrator creation or to Local
u Administrator creation chapters of GSX 360 Documentation.

At any time, you can log out from the application by clicking Logout in the top-right header:

User: Sheldon Cooper Logout | Settings | Help | Englsh |w @

Icons description

This table lists the main tasks that can be performed in GSX 360:

Local Central
Admin Admin

Chapter of GSX 360 Documentation

Action

Add a request X Creating a Request

Refresh X X

Send the request
to the Central X Sending the Request for Approval
Administrator

Approve and

process the X Approving a Request
request
il A X Rejecting a Request
request
Edit the request X X Editing a Request
Display the X X
request

(N, |4a|% (B O |+
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Move the request
% to the folder X
'Preparation’

Import request(s) - .
from text file Creating Several Requests Simultaneously

Move the request i
to the trash Deleting a Request

Empty the Trash Deleting a Request

Restore the
request into its Restoring a Discarded Request

previous status

This table lists the Requests possible statuses:

Local Central :
Request Status Admin Admin Chpater of GSX 360 Documentation

GSX Headquarters Switzerland: +41.22.735.82.40
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ﬁ In Progress X In Progress Requests

Error Requests

% In Preparation X

The Central Administrators also have access to Requests statistics chart:

Local Central

Request Status Admin Jr.

Chpater of GSX 360 Documentation
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North America: +1.877.894.0961 / Europe: +33.4.93.81.17.98 24



CIGSX

Www.gsx.com

Central Administrators

The Central Administrator's interface contains the following items:

P

e e 4w aeme 0 -

2 o Tl 5 A 00, O T, 0300208

e areminder of your login profile (Local Administrator or Central Administrator) (1),
e anavigation panel (requests statuses), archived requests and statistics (2),

| Login rof“e ‘op-l"lght r  Logout | Settings | Help | English |w @
v @ Requests 43 Requests header ~
g ::ri:: :i”m” (JRLF: 4 & & 4 : 5 Completed
of Completed (39) Status Re Cigﬁ;;a‘ Local administrator]
3§ Error (15) Completed Ad Leonard Hofstadter 02002011 | ={
G’ Rejected Completed Add a'user (Blackberry): Ghizlane Fabresse/GSX Leonard Hofstadter $:12:24 GMT+0200 2011
G Trash Completed Add a user (Blackberry): Leonard Hofstadter | Wed Jun 22 18:12:23 GMT-+0200 201!
B Archived requests (51) Completed Erase data and disable the handheld (Blackberry): Aeberli, Fabien Leonard Hofstadter | Tue Jun 21 09:51:24 GMT+0200 2011 |
@ Statistics Completed Set password and lock handheld (Blackberry): Aeberli, Fabien Leonard Hofstadter Tue Jun 21 09:21:12 GMT+0200 2011
Completed Resend service book (Blackberry): Maiden, Eddie 20110616 20110616 = Mon Jun 20 11:36:19 GMT+0200 201
‘ Completed Assign the IT policy (Blackberry): Maiden, Eddie 20110616 20110616 | Mon Jun 20 11:21:19 GMT+0200 201 ]
Completed Resend IT policy (Blackberry): Maiden, Eddie 20110616 20110616 | Mon Jun 20 10:51:31 GMT+0200 201
2 Completed Enable/Disable Connection and Collaboration Services (Blackberry 3 20110616 20110616 | Mon Jun 20 10:31:19 GMT+0200 201
Completed Enable/Disable redirection (Blackberry): Maiden, Eddie > 0110616 = Mon Jun 20 10:21:21 GMT+0200 201
RequeStS Completed Generate and send the activation password (Blackberry): M Reque.\sgs 0110616 | Fri Jun 17 14:50:11 GMT+0200 2011
sorted by status Completed Remove from group (Blackberry): Maiden, Eddie > (GSX) sl 0110616 | FriJun 17 14:15:13 GMT+0200 2011
Completed Assign to group (Blackberry): Maiden, Eddie > (GSX) 20110616 20110616 | Fri Jun 17 14:00:13 GMT+0200 2011
Completed Delete a group (Blackberry): GhizlaneBesGroup 20110616 20110616 | Fri Jun 17 11:15:10 GMT+0200 2011
Completed Add a group (Blackberry): GhizlaneBesGroup 20110616 20110616  Fri Jun 17 10:55:10 GMT+0200 2011
Completed Set owner information (Blackberry): Giraud, Sebastien - Leonard Hofstadter ~ Mon May 9 15:52:48 GMT+0200 201 || |
N .- L

e the main frame displaying the requests details for the request status currently selected (3),

a contextual toolbar displaying buttons related to the request status currently selected (4),

a reminder of the request status currently selected (5),

a header containing the name of the person logged in, the Logout button, the Settings button
and a list of available languages for the application (6).

Creating a Local Administrator Account

You have to be logged as a Central Administrator.

Click Settings from the main screen:

User: Sheldon Cooper Logout | Settings = Help English | w @

2. Click Add from the Users list:
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CG

[ﬂ Settings
& Users This tab allows the administrator to manage all nsers that can access the GSX 360 web site -
84 Profiles
Identifier First name Last name Central administrator
o Templates
_ central Sheldon Cooper X ll
» [ Managed categories
local Leonard Hofstadter
localA local A
localB local E
localC local C
hwolowitz Howard Wolowitz X
-
Add Edit Delete
l Ok J l Cancel J

3. Fillin the form with necessary information. Mandatory items are marked by a red star:
84 User x
Identifier | jhawkins
First name = | jenny
Last name = hawkins
Role [ Local administrator L4 J
Email # | jhawkins@company.com
Password =& *****
Confirm password = ****
Azzpciated MNotes uzer Select
(mandatory for users that will ereate or manage Domine raquests)
l Ok I l Cancel ]
4. If you want to choose an associated Notes user, click Select.

This field is mandatory if the new Local Administrator has to handle Domino Standard
Service Requests.

Click OK to validate. The user is added to the list.

GSX Headquarters Switzerland: +41.22.735.82.40
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Creating a Central Administrator Account

1. Click Settings from the main screen:

: & o s ‘o
User: Sheldon Cooper Logout | Settings | Help English | w @

2. Click Add from the Users list:

[ﬂ Sertings
a Lz This tab allows the administrator to manage all users that can access the GSX 360 web site. a
84 Profiles
Identifier First name Last name Central administrator
o Templates
_ central Sheldon Cooper X el
» [ Managed categories
local Lecnard Hofstadter
localA local A
localB local E
localC local C
hwolowitz Howard Wolowitz X
-
Add Edit Delete
Ok J l Cancel

3. Select Central Administrator from the Role dropdown list.
4. Fill in the form with necessary information. Mandatory items are marked by a red star:

GSX Headquarters Switzerland: +41.22.735.82.40
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Bl User

Identifier #  TMartin

First name # | Tim

Last name # Martin

Role l Central administrator v J

Email # | tmartin@gsx net

Paszword #

Confirm password # | *%%

Associated Notes user | CN=Fabien Aeberli O=G5X Select
(mandatory for users that will create or manage Domine requests)
Allow to manage administrators
Allow to view Archive

Allow to download Id file in Archive

NEERK

Allow to view Notes passwords

The administrator is allowed to validate the following categories

Category
Domino

BlackBerry

Add Remove

Ok ] l Cancel I

Central Administrators account options:

e Allow to manage administrators: if selected, the administrator will be able to create or to

modify other administrators' accounts.
e Allow to view archive: if selected, the administrator will have access to archived requests.

e Allow to download Id file in Archive: if selected, the administrator will be able to download

the ID file in archived requests (see image below).
e Allow to view Notes passwords: if selected, the administrator will see the characters of the

password in archived requests (see image below).
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@ Request creation wizard (12) x

Domino: Create a Domino user

(J (o) x -

New user information !

I

Short name  jdow Verify availability
Employes ID
Altemate ‘
Alternate language | Afrikaans | » |
Alternate Org Unit \ \
Password  cbSt3b
_DovnloadIdfile

5. If you want to choose an associated Notes user, click Select.

a This field is mandatory only if the Administrator creates requests for Domino.

6. Click Add to select the categories that can be managed for this account.
7. Select the categories that the Central Administrator will manage and click Choose.

Select

Category

BlackBerry

chome |

8. Click OK to validate. The user account is added to the list.
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Managing Categories

1. Click Settings from the main screen:

User: Sheldon Cooper

Logout | Settings = Help

2. In the Settings window, select Managed categories:

E Settings
& Users This tab displays all available categories in GSX 360
i Profiles
; Category Managed
Templates
. BlackBerry
» g MManaged categories
Domino

l Manage/Unmanage category

l

Ok

J 1

Cancel

J

3. If you do not want to manage the Blackberry category:

a. Click the BlackBerry row.
b. Click on Manage/Unmanage category.
c. Clear the Managed checkbox:

g Category X

Category  BlackBerry

Managed ||

Cancel

L% JI

d. Click OK to validate.

\ 7

It is not possible to disable the Domino category.
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Creating a Template

' : ' Using templates ensures requests are delivered in a consistent format.

Templates help administrators automating and speeding up request definition.

1. Click Settings from the main screen:

x . = = ]
User: Sheldon Cooper Logout | Settings | Help English v @

2. In the Settings window, select Templates.
3. Click Add from the Templates list:

m Settings

a Users This tab allows the administrator to manage templates that will be used to create new requests. &

8 Profiles
Category Operation name Name Description

o Templates ' ' - '

- BlackBerry Enable/Dizable red GhizlansEnableFed Enable Redirection bl
» [ Managed categories
BlackBerry Generate and send the activation | BesGenerate ActivationPassworc BesGenerate ActivationPassword
BlackBerry Generate and send the activation | GSAP Generate and send activation pas
BlackBerry Set activation password BesSetActivationPassword BesSetActivationPassword
BlackBerry Set activation password SAP Set activation password
Domino Change Certificate ChangeCertifTest test
Domino Change Certificate ChangeUserCertificate Change User Certificate Templat
Domino Move user(s) to another server | MoveUser2 AnotherServer Move user to another server =
Domino Mowe user(s) to another server | MoveUstSrv Ndove user into another server te
Domino Change expiration date ChEzpDateTempl Change Expiration Date Templat p!
Domino Add a group CreaGroup Création de groupe
Domino Add a group DominoCreateGroup Create a Domino Group
Add Edit Delete
Ok J { Cancel

4. Select the template you want to create:
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@ Template creation wizard (1/3) X

Select the template you want to create

v User creation/deletion
Select the operation
1 (o) Createauser
(U Delete user(s)
Select the categories on which you want to create/delete
|| BlackBerry
| Domino

» BlackBerry

| » Domino

e For user creation and user deletion, templates can be created for Domino, BlackBerry (available if
the category is enabled) or both.

e You can create the Domino requests templates listed in the Domino templates chapter of GSX 360
Documentation.

e You can create the BlackBerry requests templates listed in the BlackBerry templates chapter of
GSX 360 Documentation (available if the BlackBerry category is enabled. Refer to the Managing
Categories chapter) of GSX 360 Documentation.

Creating a Profile

that can process those templates. If a Local Administrator wants to create requests, he
must be associated to a profile containing templates. If he is not, he will not see the
requests corresponding to those templates in the Request creation wizard.

@ Creating a profile is significant. It allows to group together templates and the users

1. Click Settings from the main screen:

User: Sheldon Cooper Logout | Settings | Help | Englsh |w @
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2. In the Settings window, select Profiles.
3. Click Add from the Profiles list:

Add Edit Delete

l Ok J l Cancel

m Settings
& Users This tab allows the administrator to manage all profiles and give access rizhts to ussrs &
8. Profiles
Profile name Description Master profile
o Templates
_ MasterProfile Engineers profile X =
» [ Managed categories
BESProfile Profile with only Blackberry templates
-

J

4. Fill in the form with necessary information. Mandatory items are marked by a red star.

8. Profile

General Users Templates Companies Domino directories configuration Locations Certificates BES Servers

Profile name # | |

Description

Master profile ||

Requests with no templates

L | Allow Domino rename user requests || Disable approve process
|| Aflow Domino update user requests || Disable approve process
Access type

L | Alflow the user to do an advanced ‘create user’ Domino request

l Ok J l Cancel

)

Master profile: sets a profile including all parameters. Refer to the Master profile

creation chapter.
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e Requests with no templates: if selected, these two requests can be created by users associated to
this profile. You can also skip the approbation process for them by selecting the Disable approve
process option.

e Access type: if selected, the administrators associated to this profile will be able to do an
advanced Domino user creation.

You now have to assign a user or several users to this profile. Refer to the Profiles section of GSX 360
Documentation.

You can also:

e assign a template to a profile,

e assign a company to a profile,

e assign a Domino Directory to a profile,
e assign a location to a profile,

e assign a certificate to a profile,

e assign a BES server to a profile.

Local Administrator

Creating a request

The Local Administrator can create the following requests:

v User creation/deletion

() Create auser

() Delete user(s)

, User creation/deletion concerns Domino, BlackBerry or both depending on the
u selected template.
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BlackBerry Requests:

v BlackBerry
Groups management IT Administration
() Create a group () Resend IT policy
() Delete group () AssignIT policy
() Add user(s) to group () Resend service book
() Remove user(s) from group () Set password and lock handheld

- (_) Set owner information
Service access

(_) Erase data and disable handheld
() Set activation password

(_) Generate and send activation password
() EnableDisable redirection

(_) EnableDisable connection and collaboration services

Domino Requests:

v Domino
Users management Groups management
(_) Rename vser(s) (_) Create a group
() Change user(s) certificate () Delete group(s)
(_) Change user(s) certificate expiration date () Rename group
(L) Move user(s) to another server (U Add user(s) to group(s)

(L Update user information () Remove user(s) from group(s)
Web users management Mail-in databases management
() Create a web user () Create a Mail-in database
(_) Delete web user(s) (_) Delete Mail-in database(s)

(_) Rename mail-in database

Creating a Domino User
You have to be logged as a Local Administrator.

At least one template (for this type of request) and one profile (associated to that template and to a
Local Administrator) must have been created by a Central Administrator. Refer to Templates
creation and Profiles creation sections.

1. Click Add a request 2 from the Preparation panel.
2. Select the Create a user option from the Request creation wizard.
3. Select a template in the dropdown list and click Next.
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4. Fillin the form with necessary information:

&3 Request creation wizard (2/3)

Domino: Create a Domino user

New user information
2

EmployeeID | 123

Comment |

Alternate name

Alternate language [A(nkuns | V]

Alternate Org Unit

Local administrators can access the advanced user creation if they have access rights.
Refer to the Advanced Domino User Creation procedure below.

5. Click Next.
6. If necessary:
a. Add comments to the request.

b. Select the No retry on initial failure option if you do not want the request to be
processed again after a failure.

c. If you do not select the No retry on failure option, define the interval of the request
execution timeout.
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" 3 Request creation wizard

Request information

Central admin. comment

No retry on initial faifore  [V]

Request execution timeout (in hours) | |

Creation date  Thu Aug 18 2011 12:17:32 PM
Editiondate  Thu Aug 18 2011 12:17:32 PM

7. Click Save draft and close to save the request and process it later, or click Finish and

submit to save it and send it to the Central Administrator.

ADVANCED DOMINO USER CREATION

The following option must be selected in the Profiles settings:

Access type

#[_| Allow the user to do an advanced ‘create user’ Domino request

1. Click on Advanced request option and fill in the user information:
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(i3 Request creation wizard (2/3) x
Domino: Create a Domino user

(J \o) 3 -
New user information [D configuration mmmm Miscellaneou

Last name ;Stem

g p— Verify availability
EmployesID 123
Comment

Alternate name | anau cTepub

Alternate language anssun |'J

Alternate Org Unit  aucrep

Alternate name is helpful when a user wants to use his native language. For example,

users can type a name in a native language when sending mail. A user's primary name

is recognizable to an international audience; an alternate name is recognizable to the
Q user's native language.

If selected, select the supported language from the list.

2. Perform the following steps depending on the configuration you want to create for this
request:
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ID configuration:

New user information D configuration |

Certificate 0=GSX Select | (E.g O=GSX or OU=Sales/O=GSX)

Unique Org Unit  OU=Sales

ID expiration time | 363 days
Notes client license [ Lotus Notes ¥ J
ID type l International \ Y. J
ID file name

ID file distribution /] Send ID file to Requester
[] Save ID file in Domino Directory
(] Save ID file in ID Vault

[V] Send ID file to addresses listed below

Mail Dieto || || select |
DVMPM MyPolicyl I Select '

e Certificate: A certificate is a unique electronic document which uses a digital signature to bind a
public key with an identity (name, address, company, etc.)
e Unique org unit: used to distinguish two users having the same name and being certified by the
same certifier ID.
e The following types of Notes licenses can be assigned:
o Lotus Notes
o Lotus Notes Mail
o Lotus Notes Desktop
o Lotus Notes Designer
o Lotus Notes Administration
o ID file distribution: configure the ID file distribution options. If you want to save ID file in ID vault,
you have to select an ID vault policy. To send the ID file to specific addresses, you have to select
Domino users.
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Mail configuration > Administration:

Mail system L Notes | » J

Internet address

Forwarding address

e Mail system: Lotus Notes, cc:mail, Other Internet Mail, POP or IMAP, X.400.
e Forwarding address: the address emails should be forwarded to.

Mail configuration > Mail file:

Administration | Mailfile | Status
SO AT |

|

Mail file creation (=) With GSX 360 (using LotusScript agent)
() With Administration Process (AdminP)
(_ Do not create a mail file

(Offers more flexibility but requires a connection to the servers and longer processing time)

Default mail file
Mail server | CN=LIO001/0=GSX  Select
Replica servers Gelect | (servers in same cluster)
Mail template  Mail6 ntf e.g. mail50.ntf
Mail file quota MB.

(The size quota can only be set by an ID that has administrator access to the server on which the database resides.)

Warning threshold 100 MB.

(This feature is available only on Notes R6 and later)

e Mail file creation: with GSX 360 (refer to Mailbox creation chapter), with Administration Process,

No mail file.
e Mail server: select the appropriate server from the list.
e Replica servers: select a server located in the same cluster as the main mail server.
e Mail template: Enter a mail template (.ntf file) if necessary.
¢ Mail file quota: type in the maximum volume (in MB) of mails that can be stored.
e Warning threshold: alert triggered beyond the value (in MB) entered here.
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Passwords configuration:

New user information  ID configuration =~ Mail = Passwords =~ Work  Roaming  Miscellaneous

Notes password type () Random
(o) Fixed

Notes password  password

Internet password type (o) Same as Notes password
() Fixed

Internet password

Password distribution |/ Send password to requester
[ | Send password to addresses listed below

Mail password to | Se lect 2.g. John Doe/GSX
Check password | Check password v |
Required change interval 363 days
Grace period |7 | days
Password digest

e Lotus Notes password type: select either random or fixed.

e Lotus Notes password: the password is displayed in the dialog box.

e Internet Password type: select either the same password as the Lotus notes one or a fixed
password.

e The Internet password is displayed if the password type is fixed.

e Password distribution: select Send password to requester and/or Send password to addresses
listed below options.

e |If you selected Send password to addresses listed below, select the addresses that should receive
the password.

e In the Check password option, select the password checking policy.

GSX Headquarters Switzerland: +41.22.735.82.40
North America: +1.877.894.0961 / Europe: +33.4.93.81.17.98 41



CIGSX

www.gsx.com

Workplace configuration:

Select a Company, a Location and enter a Department if necessary.

Roaming options:

Roaming server  CN=GSXLN128/0=GSX | Setect |
Roaming replica servers €m=GSHMOSXCbGSXW=GSXSLOIS!O=F.5: | Select |
User subfolder \
Clean-up setting [ Clean-up periodically... l v J
Clean-up interval :4 ‘ﬁ days

e Roaming users are able to access Notes from multiple clients in the domain and retain their
personal information.

e Cleaning-up can be enabled and configured here. If you want to perform the clean-up periodically,
define the interval (in days) between two clean-ups.

Miscellaneous options:

e Add the user to one or several group.
e Define the users that are administrators.
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3. Click Next.
4. If necessary:
a. Add comments to the request.
b. Select the No retry on initial failure option if you do not want the request to be
processed again after a failure.
c. If you do not select the No retry on failure option, define the interval of the request
execution timeout.

{3 Request creation wizard x

Request information

Local admin. comment ||

Central admin. comment

No retry on initial faifore V]
Request execution timeout (in hours) | i_%J

Creation date  Thu Aug 18 2011 12:17:32 PM
Editiondate  Thu Aug 18 2011 12:17:32 PM

Request date -

5. Click Save draft and close to save the request and process it later, or click Finish and
submit to save it and send it to the Central Administrator.

Creating a BlackBerry User

You have to be logged as a Local Administrator.

At least one template (for this type of request) and one profile (associated to that template and to a
Local Administrator) must have been created by a Central Administrator. Refer to Templates
creation and Profiles creation sections.

Creating a BlackBerry user is only possible if the BES category is enabled and if at least one BES server
is configured and then added to a profile. Refer to the Managing Categories chapter.
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Click Add a request + from the Preparation panel.

Select the Create a user option from the Request creation wizard.
Select a (BES) template in the dropdown list and click Next.

Fill in the form with necessary information:

* {3 Request creation wizard (2/3)
BlackBerry: Create a BlackBerry user

 John Doa/GSX

- CN=John Doe/0O=GSX

Mail servername  CN=GSX367/0=GSX . e.g CN=GSXLNBES/O=GSX for Domino

| e.g mailjjdoe for Domino

2

|
ITpolicy | Medium Password Security |

Mailbox name  Mail/jdoe.nsf

Choose BES server | GSXBES001

‘Warning: depending of your configuration, you may need to set a delay
for BES user creation to wait for the user to be created in Domino

Click Choose a Domino user if you want the BlackBerry user you want to create is also
a Domino user. In that case, the user information are pre-filled.

5. Choose a BES server and an IT Policy in the dropdown lists.
6. Click Next.

7.

If necessary:
a. Add comments to the request.

b. Select the No retry on initial failure option if you do not want the request to be

processed again after a failure.

c. If you do not select the No retry on failure option, define the interval of the request

execution timeout.
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Req o) 0
Local adumin. comment ||
Central admin comment
No retry on initial faifore  [V]
Request execution timeout (in hours) [l lﬁ

Creation date  Thu Aug 18 2011 12:17:32 PM
Editiondate  Thu Aug 18 2011 12:17:32 PM

8. Click Save draft and close to save the request and process it later, or click Finish and
submit to save it and send it to the Central Administrator.
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More details about GSX 360

at http://www.gsx.com/360-landing-page

For more technical information,

refer to the GSX 360 Documentation at http://support.gsx.com/

OIGSX

GSX Solutions

36 Boulevard Helvétique
1207 Genéve
Switzerland

Tel: +41 22 735 82 40
Fax: +41 22 735 82 45

sales@gsx.com
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